THE USE OF SOCIAL MEDIA IN NEUROSURGERY
JP Ellis, Senior Legal and Claims Manager at EthiQal
28th Society of Neurosurgeons of South Africa Congress 2019
Sunday, 11 August 2019

ETHIQAL’S VISION AND OFFERING
To support and enhance healthcare in South Africa by protecting our doctors and their patients through
the development and enablement of optimised and innovative risk management solutions.

Ethial’s occurrencebased cover is the only
such product in South
Africa that is enforceable
within the country’s
legislative framework.

Through EthiQal’s
collaborative approach
and investment
philosophy, doctors
receive risk management
support that helps them
protect their life’s work.

EthiQal’s in-house
clinical and legal teams
are highly skilled and
easily accessible where
medico-legal support is
needed.
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INTRODUCTION
A few things to consider

ESTABLISHING A
DOCTOR/PATIENT
RELATIONSHIP

In South African law
there is no direct
prohibition on the use of
social media platforms,
including Twitter, by the
general public and/or
medical practitioners.

One cannot impute a doctor/patient
relationship to either the patient or the
doctor given the available evidence in
this case. There is no evidence of such
a relationship. In fact the circumstantial
evidence proves exactly the opposite.
Are we to assume that a relationship is
actually possible without the doctor
and/or the patient being aware thereof
and consenting thereto? Where are
the patient's rights to informed consent,
autonomy and freedom of choice,
expression and association then in
terms of the Constitution and booklet3
of the HPCSA, The National Patients'
Rights Charter?
The tweet thread begs the opposite. Ms
Leenstra knew exactly what she was
doing and what she wanted, asked her
question and acquired information on
Twitter; did not receive a direct
response from the respondent to a
breastfeeding related query, decided to
ignore whatever information or opinion

the
respondent
offered
and
subsequently decided to consult
telephonically with a dietician.
In South African law there is no direct
prohibition on the use of social media
platforms, including Twitter, by the
general
public
and/or
medical
practitioners. Indeed, in terms of our
Bill of Rights persons have the right to
freedom of conscience, thought, belief
and opinion. People also have the
freedom to associate with whomsoever
they please, albeit doctors, dieticians,
authors, scientists, celebrities, etcetera,
and people have the right to freely
express themselves, which includes
freedom of the press and other media,
including social media, the freedom to
receive or impart information or ideas,
academic freedom and freedom of
scientific research.

If
I
had
known
what
the
consequences were of this hearing, I
would have done anything in my
power to stop this from happening
because of the cost to me personally
and to my family…
It has been a tough time and people
just don‘t understand what the
financial cost of an action like this is.
If I hadn‘t had these two men,
advocate Michael van der Nest and
attorney Adam Pike, who are
working pro bono, and my wife, it
couldn‘t have been done.

INTRODUCTION
A few things to consider
• The reality is that the use of social media is rapidly
conflating “work life” and “private life”. For example, it is not
uncommon for people to use their private mobile
smartphones for their private and work-related activities.

However, as its use in South
Africa is still relatively new,
predictably the law in this area is
underdeveloped.

• Although social media is an untapped source of business
and marketing for companies, as employees constitute the
face of a company and often its voice as well, employers
may be exposed to various risks as a result of the use of
social media platforms. Unsurprisingly, there has been an
increase in the number of dismissals for social media
misconduct.
• The use of social media is increasingly being taken more
seriously and is growing rapidly internationally. However, as
its use in South Africa is still relatively new, predictably the
law in this area is underdeveloped. This does not, however,
mean that steps need not be taken to anticipate and
mitigate the risks.

INTRODUCTION

Questions to consider
• Can I provide advice on social media?

• What should I know when communicating with patient’s via WhatsApp?
• What should you do when you receive a negative online patient review on social media? And
what recourse do you have if the comment is misleading or untrue?
• If a patient discloses personal medical information about his treatment online and tags his
doctor in the posts, could this be classified as a waiver of his right to privacy?
• Can you have defamatory material completely removed from search engine results?
• What should I do if a patient wants to record our consultation?

WHAT DOES
OUR LAW SAY?
The South African Regulatory framework

THE LEGISLATIVE & REGULATORY FRAMEWORK
The Constitution of South Africa
The Bill of Rights in chapter 2 of
the Constitution of the Republic
of South Africa
affirms the
democratic values of human
dignity, equality and freedom.

“The Constitution, Chapter
2: The Bill of Rights”

It further confers the right of
natural or juristic persons to
approach the court to enforce
their rights when they are
threatened or violated. In this
regard, the relevant rights are
to: (i) have dignity protected
and respected; (ii) physical

and psychological integrity; (iii)
equality; (iv) privacy; and (v)
freedom of expression.
Many of the rights are not
absolute, but their infringement
ought to be justifiable and
reasonable in an open and
democratic society. The right
to freedom of speech is not
absolute but limited to avoid
violation of other people's
rights.

THE REGULATORY FRAMEWORK
Other relevant legislation and regulation

ECT Act (Electronic Communications and
Transactions), No 25 of 2002

RICA (Regulation of Interception of
Communications Act), No 70 of 2002

to provide for the facilitation and regulation of electronic communications
and transactions; to prevent abuse of information systems; and to provide
for matters connected therewith.

governs the interception or monitoring of paper-based and electronic
communications. Every time communications are monitored and
thereafter intercepted there is a potential infringement of the
Constitutional right to privacy. RICA deals with the protection of that right
and the circumstances under which the right is limited and the
infringement permitted.

POPI Act (Protection of Personal
Information), No 4 of 2013
to promote the protection of personal information processed by public and
private bodies; to introduce certain conditions so as to establish minimum
requirements for the processing of personal information; to provide for the
establishment of an Information Regulator; to provide for the rights of
persons regarding unsolicited electronic communications and automated
decision making.

NHA (National Health Act), No 61 of 2003
ratifies the patient's right to confidentiality, and this is consistent with the
right to privacy stated in the Bill of Rights. Patients have a right to expect
information shared with health professionals to be treated as privileged
information and to be held in confidence. Breaching confidentiality erodes
the public's trust in the medical profession.

THE REGULATORY FRAMEWORK
Other relevant legislation and regulation

HPA (Health Professions Act), No 56 of
1974

PAIA (Promotion of Access to Information
Act), No 2 of 2000

To establish the Health Professions Council of South Africa and
professional boards; to provide for control over the education, training and
registration for and practising of health professions registered under this
Act; and to provide for matters incidental thereto.

to give effect to the constitutional right of access to information.

CPA (Consumer Protection Act), No 68 of
2008
to promote a fair, accessible and sustainable marketplace for consumer
products and services and for that purpose to establish national norms
and standards relating to consumer protection, to provide for improved
standards of consumer information, to prohibit certain unfair marketing
and business practices,

HPCSA Guidelines
to guide and direct the practice of healthcare practitioners. These
guidelines form an integral part of the standards of professional conduct
against which a complaint of professional misconduct will be evaluated.
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TEXTING PATIENTS
The good, the bad, and the ugly!

•

There is no reason why you shouldn’t
embrace the benefit of communicating in
this way, but you should be mindful of the
pitfalls around consent and confidentiality
that it presents.

•

For example, patients may change their
mobile number, or their friends and/or
family could read the message.

“You should also bear in mind that text
messages do form part of the medical
record and any text message exchanges
should be recorded therein”

•

They are also not an appropriate way to

deal with complex clinical queries.

TEXTING PATIENTS
The good, the bad, and the ugly!
•

When communicating with patients by way of text
message, you should always be mindful of the fact
that persons other than the intended recipient may
have access to the message.

•

Changes to contact details are best undertaken by
administrative staff (rather than clinicians in a
consultation), in accordance with practice protocols.

•

Clinicians should double-check contact numbers for
“”
patients
if they are going to contact them by text for
a specific result.

•

Ensure that default settings on computer systems
are for individual telephone numbers and not for all
household members.

ONLINE
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What should you do when receiving
a negative online review?

ONLINE PATIENT REVIEWS
What should you do when receiving a negative online review?

“it has the potential to ruin the
reputation of a practice that
takes decades to build”

Many physicians are concerned that inappropriate
negative comments on these sites can damage their
reputations and practices. Because physician-review
sites usually allow anonymous reviews, a doctor
might be maligned by her competitors, disgruntled exemployees, or anyone else with an axe to grind.
As one dermatologist lamented, any Internet user
theoretically wields the power to “ruin the reputation
of a business that takes decades to build.”
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41% of patients said that
social media content
impacted their choice of
hospital

41% of patients said that
social media content
impacted their choice of
hospital

42% of patients browse social
media platforms to discover
health related consumer
reviews

44% of users look up
information about a doctor or
other health professional
before scheduling a visit

By way of illustration, social media contributes largely to how healthcare providers are
chosen. In this regard, social media has become a popular tool for patients to expand their
knowledge about their condition and treatment options. Unfortunately, this means that
patients now pay more attention to negative reactions shared by other users.

ONLINE PATIENT REVIEWS
What recourse do you have?

ECTA

“Given that a social media platform can escape liability for
defamation under the common law if it is unaware of the
defamatory nature of the post, we recommend that Ethiqal or
the doctors continue to notify the social media platforms of
such defamatory matter.”

•

Section 77 of the ECTA (which provides for a
takedown notice to a service provider) is one
potential mechanism for requesting an ISP to
remove defamatory posts on a social media
platform.

•

In instances where the social media platform has
been made aware of the defamatory nature of the
post, it too can be held liable for defamation.

•

Although the social media platforms are
incorporated and based in the United States, we
are of the opinion that it is likely that our courts will
have jurisdiction over the defamatory matter.

ONLINE PATIENT REVIEWS
Defamation
Defamation consists of the unlawful and intentional
publication of defamatory matter concerning another which
causes reputational impairment.
Publication: Publication is considered to be the act of
making the defamatory matter known to others.

Defamatory meaning: The test in to establish defamatory
meaning is "whether the statement tends to lower the plaintiff
in the estimation of right-thinking persons generally", based
on the construct of the ordinary reasonable person.
Refer to the aggrieved person: The doctor must prove that
the defamatory matter refers to him / her. The test is an
objective one, and the question posed is whether the words
are reasonably capable of conveying to the ordinary
reasonable reader that the defamatory matter applies to the
plaintiff.

Defences: Unless the former patient can show (on a
balance of probabilities) that the facts alleged in the
defamatory matter were true; the former patient will not
be able to successfully raise either the defence of truth
or protected comment.
It is axiomatic that truth is an absolute defence to
defamation. To be clear, however, a defendant does not
have to prove that a statement is entirely true to escape
liability—only that it is substantially true. Courts may
“overlook minor inaccuracies” in allegedly defamatory
material and focus instead on the overall gist of a
statement when considering its veracity

ONLINE PATIENT REVIEWS
Who can you hold liable and what relief can you get?

•

A doctor will be successful in litigating in holding the
patient liable on the basis of the defamatory matter,
provided the allegations contained therein are false. A
section 77 ECTA takedown notice can be sent to the
social media platform to make them aware of the
defamation post.

• By way of relief, the aggrieved doctor can request that
the court order that the post be removed by the former
patient from the respective online platforms, that the
former patient tender an apology and / or that the doctor
is awarded damages in respect of the harm suffered(1).

•

Litigation against the former patient and / or the social
media platform is thus a viable strategy to ensure that
defamatory matter is removed from the social media
platform and that there is restoration to the reputation
of the aggrieved doctor in the form of an apology from
the former patient.

• Doctors should ensure that they keep proof of all
defamatory matter and subsequent loss of earnings and
/ or other evidence of reputational stain.

(1) This was the formulation of the prayer in Manuel v Economic Freedom Fighters and Others (13349/2019) [2019] ZAGPJHC 157 (30 May 2019)

ONLINE PATIENT REVIEWS
Challenges
• Physician-review websites frequently allow users to
post their impressions without requiring any personally
identifying information.

•

When physicians choose to pursue an online
defamation case, they risk calling attention to a
statement that might otherwise go unnoticed; this
heightened publicity is exactly the opposite of what
the physicians want. In the words of one
commentator, “the remedy may be worse than the
problem.

•

This talk does not call for physicians to entirely
abandon defamation law. If a review falsely alleges
serious misconduct, a doctor should consider filing
suit. But in less extreme cases, we advocate
defamation as a measure of true last resort, and only
after careful and realistic consideration of the case’s
merits.

• One of the most significant challenges facing potential
online defamation plaintiffs is a phenomenon
humorously referred to as the “Streisand Effect".

ONLINE PATIENT REVIEWS
Medical Non-Disclosure Agreements / Gag contracts

In addition, we have considered the legality of the clause
proposed by Ethiqal to be included in future patient contracts,
stipulating therein that patients are obliged to first address their
grievances directly with the medical specialist concerned.

Several critics oppose these contracts as both unethical and
Unenforceable. Medical NDAs may also bring about unforeseen
harms to physicians such as lawsuits and— ironically—new
reputational risks associated with these contracts.

We are of the view that such a clause is not against the
provisions of public policy. Furthermore, in our opinion, such a
clause is a viable, cost-effective strategy to possibly deter future
patients from posting defamatory matter.

Medical NDAs may also bring about unforeseen harms to
physicians such as lawsuits and— ironically—new reputational
risks associated with these contracts.

There is, however, the possibility that former patients who wish
to speak out will say they have been gagged and so the
reputational consequences should be borne in mind.

Medical NDAs tempt physicians with the promise of sparing
time, money, and the stress of litigation. While one can certainly
sympathize with physicians who want to protect their
reputations, this goal should not—and cannot—be achieved by
manipulating contract and copyright law to stifle patients’
freedom of expression.

RECORDING THE
CONSULTATION?
What should you do when
confronted with such a request?

RECORDING OF CONSULTATIONS
What should you do when confronted with such a request?
•

•

If you feel uncomfortable, tell the patient that you
would prefer the consultation not to be recorded.
If the patient is insistent, it would be inadvisable
for you to refuse to proceed with a consultation

RICA governs the legality of the recording of consultations with
patients.
While the general rule in RICA is that no person may record a
conversation without consent, the Act does set out certain exceptions
to this rule.
A patient can therefore lawfully record a conversation where:

•

If the consultation is recorded, it would be
sensible to ask for a copy so that it can be placed
in the patient’s notes to form a permanent record

“In simple terms, a person who is party to a meeting,
conversation or even a disciplinary hearing can legally
record the proceedings, even without the consent of other
present parties as it is regarded as participant monitoring
and same would be admissible as evidence. ”

1.

The patient recording the conversation is a party to the
conversation;

2.

A third-party, whom is not a party to the conversation, was given
prior written consent of at least one of the parties to the
conversation to record such conversation; or

3.

the conversation relates to, or occurs in the course of, the
carrying on of your business.

In simple terms, a person who is party to a meeting, conversation or
even a disciplinary hearing can legally record the proceedings, even
without the consent of other present parties as it is regarded as
participant monitoring and same would be admissible as evidence.

RECORDING OF CONSULTATIONS
What should you do when confronted with such a request?
•

Technology makes it increasingly easy for patients to secretly
record consultations. Most mobile phones and smartphones
have record functions which can easily be activated without a
doctor or nurse realising.

•

A patient does not require your permission to record a
consultation. The content of the recording is confidential to
the patient, not the doctor so the patient can do what they
wish with it. This could include disclosing it to third parties, or
even posting the recording on the internet.

“There should be no reason therefore
why you should have anything to fear
from such a recording.”

•

Smartphone use in the consultation room should not affect the way
you deliver your care. Doctors should always behave in a
responsible and professional manner in consultations and
consequently, any recording will provide concrete evidence of that.
Such a record would inevitably be more complete than a traditional
note.

•

A recording would potentially provide even more detail to support
the doctor’s professional position. There should be no reason
therefore why you should have anything to fear from such a
recording.

•

Whilst doctors may understandably feel that being recorded during
a consultation may impair the doctor– patient relationship, this may
well simply be a matter of adapting to current cultural and societal
norms where it is becoming commonplace for the public to record
and publish on the internet all sorts of pictures, recordings, etc,
relating to their private lives.

•

Technological advances will undoubtedly bring further changes and
it may well be that in the future, recording of consultations, with
copies being held by both doctor and patient, will be commonplace.

TAKE HOME
MESSAGE
Whereto from here?

TAKE HOME MESSAGE
Whereto from here?

POSTING ONLINE

01

Since defamation law applies equally offline and online, if
you wouldn’t post it on a billboard don’t post it online

PATIENT’S DETAILS
Document your patient’s preferred communication channel
and be sure to update patient details when requested

SHARING PATIENT INFO
Never share any details relating to a specific medical case (e.g.
images, test results and any other identifiable patient information)
on any online platform without obtaining your patient’s informed
written consent

02

VOLUNTEERED INFO
Remember that even if a patient freely discloses their personal health
information and volunteers detailed accounts of their care online, this does
not automatically authorise you to discuss aspects of the patient’s treatment

03

04

05

06

SAVE COMMUNICATIONS
Include
screenshots
of
relevant
online
communications with patients in your patient folder

07

08

DIRECT APPROACH
In responding to an online patient review, always assert that you
are committed to patient satisfaction and encourage dissatisfied
patients to contact you directly to try and resolve any issues

FRIEND REQUESTS
Never accept friend requests from former or current patients as
relationships between doctors and patients that are not based
around clinical care can raise several significant ethical problems
(e.g. doctors become party to information about their patients that is
not disclosed as part of the clinical consultation)

CAUTION PATIENTS EARLY
If you prefer not to communicate with patients
via a particular social media channel (e.g.
WhatsApp) then indicate this upfront to your
patients
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